1、 技术框架
1. 后端
Jdk 1.8
核心框架：Spring boot
安全框架：spring security
持久层框架：Mybatis
数据库连接池：Alibaba Druid
缓存框架：redis
日志框架：SL4J
前后端交互：json
2. 前端
Jquery
Html
样式、弹窗：Layui
样式：Bootstrap
树形：Ztree
分页：Datatables

2、 配置文件说明
1. 一览配置文件
[image: ]

2. application.yml
此文件为spring boot的基础配置文件，配置了数据源、上传文件大小、mybatis、上传文件路径、日志级别、日志目录、token过期时间、端口号，以及自定义配置参数。
3. bootstrap.yml
此配置同为spring boot的基础配置文件，加载优先于application.xml可以理解为，此文件配置系统级参数，application.yml配置应用级参数。


4. spring security配置
com.boot.security.server.config.SecurityConfig
[image: ]
com.boot.security.server.config.SecurityHandlerConfig
该类配置登陆成功、登陆失败、未登录返回401、退出，处理器。
5. logback-admin.xml
日志配置，此文件中的变量引用application.yml中的自定义参数。
[image: ]
将日志分为了三类
[image: ]
admin-server.log 可输出业务参数，可根据业务场景进行再分包
admin-server.log.error 所有的异常日志
admin-server.log.sql 通过mybatis生成的sql语句、参数、返回个数
6. 跨域配置
[image: ]
7. 全局统一的异常处理
[image: ]
3、 登陆逻辑
1. 登陆第一步
[image: ]
2. 登陆成功
[image: ]
3. 登陆失败
[image: ]
4. 校验密码
很多同学没发现密码校验在哪，其实这块是spring security底层做的校验，
可以沿着源码查看类
org.springframework.security.authentication.dao.AbstractUserDetailsAuthenticationProvider里的方法
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这个方法的实现
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[bookmark: _GoBack][image: ]
4、 Token实现类
接口com.boot.security.server.service.TokenService
1. redis实现
JWT
[image: ]
简单uuid，已作废
[image: ]
1. 数据库实现
[image: ]
1. 切换到数据库存储
根据上图发现，redis实现比数据库实现的service多了一个注解@Primary，那么只要将com.boot.security.server.service.impl.TokenServiceJWTImpl类上的注解@Primary挪到com.boot.security.server.service.impl.TokenServiceDbImpl诺过去即可。
@Autowired
private TokenService tokenService;
自动注入起作用的就是带@Primary的实现类。

5、 密码加密
[image: ]
具体参考添加用户和修改密码的UserServiceImp.java
[image: ]

6、 详细配置
3. 数据源配置
在application.yml中用的是阿里巴巴的druid，主要会修改端口号，数据库名，用户名和密码。
[image: ]
对应java类
com.boot.security.boot.config.DruidConfig
[image: ]
4. Mybatis配置
在application.yml中
[image: ]
type-aliases-package，配置类别名的包，如有多个包，用逗号分开继续写，如com.boot.security.service.model, com.boot.security.service.test.model
mapper-locations，配置复杂sql的Mapper文件，简单sql直接用注解写在dao文件里面了。
5. 上传文件
[image: ]
上传文件会存储在该路径下，对应
[image: ]
如d:/files/a.png,访问路径就是http://localhost:8080/statics/a.png

[image: ]
此处配置springmvc上传文件大小限制
6. 日志配置
[image: ]
日志文件配置位置、root日志级别，自定义业务日志级别，生成日志文件位置，日志文件分包大小
对应logback-admin.xml中的
[image: ]

[image: ]
7. 端口号配置
[image: ]
8. Redis配置
[image: ]
9. 异步、线程池配置
[image: ]
10. 邮件配置
[image: ]
将用户名密码改掉

7、 接口开发访问说明
如可以http://localhost:8080/users/current?token=049ba87d-6d 这样以参数的形式带上token，也可以把token放入header中。
com.boot.security.server.filter.TokenFilter
[image: ]
从请求参数或者header中解析token，

在页面开发中，只需要引入jq.js即可，具体根据你的页面文件位置进行引入
如<script type="text/javascript" src="../../js/jq.js"></script>
[image: ]
该jq.js文件，对ajax进行了全局处理，禁用缓存，将token放入了header


8、 代码生成介绍
1. 输入表名
[image: ]
2. 预览
[image: ]
保存，将根路径下java文件copy到项目里，
页面文件copy到static下的pages里，单独建一个文件夹放入页面文件如aaa
[image: ]
Mapper.xml放入mybatis-mappers文件夹下即可，重启项目，配置菜单和权限即可。


9、 定时任务管理介绍
1. 添加任务
[image: ]
仅支持无参数方法，选定springBeanName会自动联动方法名。
Job名请使用唯一值，cron表达式自己输入，可点击检查来校验。
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@Configuration
public class WebMvcConfiguration extends WebMvcConfigurerAdapter {

/%
*
*

* @return
*/
@Bean
public WebMvcConfigurer corsConfigurer() {
return new WeblvcConfigurerAdapter() {
@verride
public void addCorsMappings(CorsRegistry registry) {
registry.addMapping("/**") .allowedMethods ("*");
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@s1f4j(topic = "adminLogger")
@RestControllerAdvice
public class ExceptionHandlerAdvice {

@ExceptionHandler({ IllegalArgumentException.class })
@ResponseStatus (HttpStatus . BAD_REQUEST)
public ResponseInfo badRequestException(IllegalArgumentException exception) {
return ResponseInfo.builder().code(HttpStatus.BAD_REQUEST.value() + "").message(exception.getMessage()).build();

}

@Exceptiontandler({ AccessDeniedException.class })
@ResponseStatus (HttpStatus . FORBIDDEN)
public ResponseInfo badRequestException(AccessDeniedException exception) {
return ResponseInfo.builder().code(HttpStatus.FORBIDDEN.value() + "").message(exception.getMessage()).build();

}

@ExceptionHandler({ MissingServletRequestParameterException.class, HttpMessageNotReadableException.class,
UnsatisfiedServletRequestParameterException.class, MethodArgumentTypeMismatchException.class })
@ResponseStatus (HttpStatus.BAD_REQUEST)
public ResponseInfo badRequestException(Exception exception) {
return ResponseInfo.builder().code(HttpStatus.BAD_REQUEST.value() + "").message(exception.getMessage()).build();

}

@ExceptionHandler(Throwable. class)
@ResponseStatus (HttpStatus. INTERNAL_SERVER_ERROR)
public ResponseInfo exception(Throwable throwable) {
Log.error("R%S#", throwable);
return ResponseInfo.builder ().code(HttpStatus. INTERNAL_SERVER_ERROR.value() + "")
.message (throwable.getMessage()).build();
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@service

public class UserDetailsServiceImpl implements UserDetailsService {

@Autowired
private UserService userService;|
@Autowired

private PermissionDao permissionDao;

@verride

public UserDetails loadUserByUsername(String username) throws UsernameNotFoundException {
SysUser sysUser = userService.getUser(username);
if (sysUser == null) {
throw new AuthenticationCredentialsNotFoundException("BF&TiFiE");
} else if (sysUser.getStatus() == Status.LOCKED) {
throw new LockedException("fA/FifiiE, EHRAEER");
} else if (sysUser.getStatus() == Status.DISABLED) {
throw new DisabledException("BFEEE");

}

LoginUser loginUser = new LoginUser();
BeanUtils.copyProperties(sysUser, loginUser);

List<Permission> permissions = permissionDao.listByUserId(sysUser.getId());
loginUser.setPermissions(permissions);

return loginUser;
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* BHEAY, EEToken

*/
@Bean

public AuthenticationSuccessHandler loginSuccessHandler() {

return new AuthenticationSucces

@verride
public void onAuthenticatio
Authentication auth
LoginUser loginUser = (I

Token token = tokenServ

AuthenticationSuccessHandler

‘com.boot.security.server.config. SecurityHandlerConfig loginSuccessHandlerQ

‘@Bean ’
| BFEALT | EEToken
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ResponseUtil.responseJs( ‘
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* BIEER
*
* @return
*/
@Bean
public AuthenticationFailureHandler loginFailureHandler() {
return new AuthenticationFailur( e authenticationFailareHandi
com.boot.security.server.config.SecurityHandlerConfig.loginFailureHandler0

@verride -
public void onAuthenticatior sponse,
AuthenticationExcep
String msg = null; Returns:
if (exception instanceo
msg = “E@H e
} else { g
msg = exception.get! @ = 3
}
ResponseInfo info = ResponseInfo.builder().code(HttpStatus.UNAUTHORIZED.value() + "").message(msg)
.build();

ResponseUtil.responseJson(response, HttpStatus.UNAUTHORIZED.value(), info);
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public Authentication authenticate(Authentication authentication)
throws AuthenticationException {
Assert.isInstanceOf (UsernamePasswordAuthenticationToken.class, authentication,
messages . getMessage(
"AbstractUserDetailsAuthenticationProvider.onlySupports”,
"Only UsernamePasswordAuthenticationToken is supported”));

// Determine username
String username = (authentication.getPrincipal()
: authentication.getName();

null) ? "NONE_PROVIDED"
boolean cachelasUsed = true;
UserDetails user = this.userCache.getUserFromCache(usernane);

if (user == null) {
cacheliasUsed = false;

try {
user = retrieveUser(usernane,

(UsernamePasswordAuthenticationToken) authentication);

¥
catch (UsernameNotFoundException notFound) {
logger.debug("User '" + username + "' not found");
if (hideUserNotFoundExceptions) {
throw new BadCredentialsException(messages.getMessage(
"AbstractUserDetailsAuthenticationProvider.badCredentials”,
"Bad credentials"));
3
else {
throw notFound;
¥
¥

Assert.notNulL(user,
“"retrieveUser returned null - a violation of the interface contract");

¥
try {
preAuthenticationChecks . check(user) ;
additionalAuthenticationChecks(user,
(UsernamePasswordAuthenticationToken) authentication);
s

catch (AuthenticationException exception) {
if (cachelasUsed) {

17 Thomn e n mmnbklam e s amnin Afban charbine
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protected void additionalAuthenticationChecks(UserDetails userDetails,
UsernamePasswordAuthenticationToken authentication)
throws AuthenticationException {
Object salt = null;

if (this.saltSource != null) {

salt = this.saltSource.getSalt(userDetails);
¥

if (authentication.getCredentials() nu1l) {
logger.debug("Authentication failed: no credentials provided");

throw new BadCredentialsException(messages.getMessage(

"AbstractUserDetailsAuthenticationProvider.badCredentials",
“Bad credentials"));

¥

String presentedPassword = authentication.getCredentials().toString();

if (lpasswordEncoder. isPasswordValid(userDetails. getPassword(),
presentedPassword, salt)) {
logger. debug("Authentication failed: password does not match stored value");

throw new BadCredentialsException(messages.getMessage(

"AbstractUserDetailsAuthenticationProvider.badCredentials",
“Bad credentials"));





image13.png
/%

tokendzE|redisHIsEaz<br>
Jutsamktoken

*
*
*
* @author EEN

*

5
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@Service

public class TokenServiceJWTImpl implements TokenService {
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@service
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25 @Service
26 public class TokenServiceDbImpl implements TokenService {
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@Bean

public BCryptPasswordEncoder bCryptPasswordEncoder() {
return new BCryptPasswordEncoder(); s scryptpasswordencoder
3
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@S1f4j(topic =
@service
public class UserServiceImpl implements UserService

“adminLogger™)

@Autowired
private UserDao userDao;

@Autowired

private BCryptPasswordEncoder passwordEncoder;
@Autowired

private PermissionDao permissionDao;
@Autowired

private TokenService tokenService;
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1spring:

datasource:
driver-class-name: com.mysql.jdbc.Driver
url: jdbe:mysql://localhost:3306/boot_security?useUnicode=true&characterEncoding=utf-8&allowtultiQueries=truetusessi=false
username: root

initialSize: 5

minIdle: 5

maxActive: 20

maxkait: 60000
timeBetweenEvictionRunsMillis: 60000
minEvictableIdleTimeMillis: 300000
validationQuery: SELECT 1 FROM DUAL
testWhileIdle: true

testOnBorrow: false

testOnReturn: false

poolPreparedStatements: true
maxPoolPreparedStatementPerConnectionSize: 20
Filters: stat,wall,logdj
connectionProperties: druid.stat.mergeSql=true;druid.stat.slowSqlMillis=5000
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@S1f43(topic = “adminLogger”)
@Configuration

public class DruidConfig| {




image20.png
42mybatis:

3
a4
45
26

type-aliases-package: com.boot.security.server.model
mapper-locations: classpath:/mybatis-mappers/*
configuration:

mapUnderscoreToCamelCase: true
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51 Vs

52 * bEiHREGE

53 =

54 @value("${files.path}")

55 private String filesPath;

56

57 Vs

58 * ShEpsettiaE

59 =

60 @verride
61 public void addResourceHandlers(ResourceHandlerRegistry registry) {

62 registry.addResourceHandler("/statics/**")

63 .addResourceLocations(ResourceUtils.FILE URL_PREFIX + filesPath + File.separator);

64 }
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max-file-size: 108MB
max-request-size: 100MB
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config: classpath:logback-admin.xml

log:
Tevel
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maxsize: 3@MB
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<springProperty name="logfile" source="log.file" />
<springProperty name="rootlevel” source="Log.Level.root" />
<springProperty name="mylevel” source="Log.Level.my" />

<springProperty name="maxFileSize" source="log.maxsize" />
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67-  <logger name="com.boot.security.server.dao” level="DEBUG" additivit
68 <appender-ref ref="sqlLog” />
69 </logger>
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@EnableAsync(proxyTargetClass = true)
@Configuration
public class CommonConfig {

= @Bean
public TaskExecutor taskExecutor() {
ThreadPoolTaskExecutor taskExecutor
‘taskExecutor. setCorePoolSize(50) ;
‘taskExecutor. setMaxPoolSize(160) ;

new ThreadPoolTaskExecutor();

return taskExecutor;
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7 1 package com.boot.security.server.filter;

2
3¢ import java.io.IOException;[]
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21 * Tokenid#®

2 =

23 * @author |iin

2 =

25 = 20175105147

26 */

27 @Component
28 public class TokenFilter extends OncePerRequestFilter

= © com.boot.security.server filter.TokenFilter

30 private

31 @Component

32- @Autowirf ropenitisss

33 private

= Author:

35 Goverrid NN 20175108148

236 protecte bst, HttpServletResponse response, FilterChain filterChain)
37

38 String token = getloken(request);

39 if (StringUtils.isNotBlank(token)) {

a0 LoginUser loginUser = tokenService.getLoginUser (token);

a1 if (loginUser != null) {

a2 UsernamePasswordAuthenticationToken authentication = new UsernamePasswordAuthenticationToken(loginUser,
a3 null, loginUser.getAuthorities());

as SecurityContextHolder.getContext().setAuthentication(authentication);

a5 3

26 3

a7

a8 filterChain.doFilter(request, response);

a9 }
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7 1 B.ajaxSetup({

1

localStorage. getTtem("token")

error : function(xhr, textStatus, errorThrown)

var msg = xhr.responseText;

var response = JSON.parse(msg);

var code = response.code;

var message = response.message;

if (code == 400) {
layer.msg(message) ;

} else if (code == 401) {
localStorage. removeItem("token");
location.href = '/login.html';

} else if (code == 403) {
console.log("#iE:" + message);
layer.msg('FE2");

} else if (code == 500) {
layer.msg('4#hig: ' + message);
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@verride
protected void configure(HttpSecurity http) throws Exception {

http.csrf().disable();

// EFtoken, Hb\TEEsession £ Fisession
http.sessionManagement() . sessionCreationPolicy(SessionCreationPolicy.STATELESS);

http.authorizeRequests()
.antMatchers("/", "/*.html", "/favicon.ico", "/css/**", "/js/**"

" /fonts/**", */layui/**", "/img/**",
v2/api-docs/**", "/swagger-resources/**", */webjars/**", "/pages/**", "/druid/**",
"/statics/**")
-permitAl1().anyRequest() .authenticated();
http.formLogin().loginPage("/login.html").loginProcessingUrl("/login")
.successHandler (authenticationSuccessHandler) . failureHandler(authenticationFailureHandler).and()
.exceptionHandling().authenticationEntryPoint (authenticationEntryPoint);
http.logout().logoutUrl("/logout").logoutSuccessHandler (logoutSuccessHandler);
/] BRFREETEL raneAE
http.headers().frameOptions().disable();
http.headers().cacheControl();

http.addFilterBefore(tokenFilter, UsernamePasswordAuthenticationFilter.class);
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